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A. Communication

1. Do staff members ever discuss PHI among themselves in public areas?
2. Are visitors, other staff, and patients able to hear medical discussions?
3. Are conversations with patients and their families ever held in public areas?
4. Can staff members’ phone conversations be overheard in public areas?
5. Is dictation done in a place where PHI can be overheard?
6. Except for the patient’s name, is PHI ever called out into the waiting area?
7. Is patient’s permission requested before discussing the patient’s health or treatment with an individual accompanying patient or with family members?
8. When retrieving voicemail messages, do staff use a telephone handset or keep speakerphone volume low enough so that messages can’t be overheard by others?
9. Does facility have a protocol for contacting patients via e-mail or voicemail?
10. Are staff voicemail passwords unique to each individual and not set to a default setting?

B. Computer Workstations

1. Are any computer screens positioned in such a way as to be readable by individuals in public areas?
2. Are screen on unattended workstations automatically returned to the logon screen or a password-protected screen saver?
3. Are workstations turned off after business hours?
4. Do staff protect their logon IDs and passwords, and never share them?
5. Are passwords stored in plain sight, or can they otherwise be easily found?
6. When asked to disclose their passwords, does staff refuse to do so?
7. Must each staff member change his/her password at regular intervals?
8. Do any staff members use their own computers or other electronic devices in the performance of their duties?
9. Is unsecured PHI ever transferred to staff members’ computers or other electronic devices?
10. Are personal computers and other electronic devices regularly inventoried to ensure that all items can be accounted for?
11. Is all electronically stored PHI encrypted?
12. Are patient photographs posted on practice’s website?

C. Electronic Mail

1. Does staff use business e-mail to transmit PHI?
2. Do you use a secure e-mail service to transmit messages containing PHI?
3. Does staff ever use their personal e-mail account to transmit PHI?
4. Do business e-mails include a confidentiality notice?

D. Faxes

1. Are fax machines used to send and receive PHI?
2. Are fax machines located only in an area to which only authorized staff has access?
3. If a fax machine is located in a public area, can faxes only be printed out by someone with the appropriate password?
4. Are computer printers located only in an area to which only authorized staff has access?
5. Does staff immediately retrieve documents containing PHI from fax machines and printers?
6. Are faxes containing PHI sent with a cover sheet that includes a confidentiality statement?
7. For faxes containing PHI, are cover sheets saved, or is a log kept showing to whom they are sent and when?
8. Do you routinely notify the intended recipient of a fax containing PHI before you send the fax?
9. Do you confirm receipt of a fax containing PHI?
10. Are photocopiers located only in an area to which only authorized staff has access?
11. Does staff always remove originals and copies of PHI before leaving the photocopier area?

E. Paper Records

1. Are documents containing PHI in use by or distributed among staff concealed in a way to avoid casual observation by unauthorized personnel and visitors?
2. Are documents containing PHI being sent to another location secured to avoid casual observation during delivery?
3. Are documents containing PHI stored in a way to prevent at all times observation by patients and visitors, as well as casual access by unauthorized staff?
4. If your facility is not staffed 24 hours per day, is PHI stored in locked cabinets or rooms after normal working hours?
5. Do white boards contain only non-confidential patient-specific information?
6. Do sign-in sheets contain PHI?
7. Is PHI ever removed from the facility in paper form for any purpose?

F. Destruction of PHI

1. Does staff ever discard unsecured PHI anywhere? (Unsecured PHI is PHI that hasn’t been encrypted or destroyed.)
2. Is unsecured PHI retained in a secure container in a secure location for later destruction?
3. Does each area of the facility have a paper shredder to immediately dispose of PHI?
4. Is all PHI deleted from computer workstations before the workstation is assigned to another staff member or disposed of?

G. Other

1. Is the facility secure during times when no staff is present?
2. Are patients and visitors escorted or given detailed directions to ensure they don’t enter areas containing unsecured PHI?
3. Does any unauthorized staff have access to locked rooms or other areas containing PHI?
4. Can all keys or electronic access cards to secure areas be accounted for?
5. Does staff authorized to access PHI use only the minimum necessary to discharge their duties?
6. For staff members whose employment ends, do you have a process for recovering keys, electronic access cards and ID badges, and for terminating access to the facility’s e-mail and computer systems?
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