Doctors Surgery Center Social Media Use Policy
Purpose
This policy establishes guidelines for the use of social media by employees at Doctors Surgery Center to promote patient safety, protect patient privacy in compliance with the Health Insurance Portability and Accountability Act (HIPAA), maintain a focused work environment, and ensure productivity during work hours. The Center acknowledges the role of social media in personal communication but prioritizes minimizing distractions, preventing breaches of protected health information (PHI), and avoiding reputational risks. This policy aligns with Missouri employment laws, which permit employers to regulate social media use in the workplace without requiring access to personal accounts, and federal HIPAA requirements that prohibit sharing PHI on social media platforms.
Scope
This policy applies to all employees, contractors, volunteers, and temporary staff working at Doctors Surgery Center, regardless of position or shift. It covers personal and professional use of social media on any device, including computers, tablets, smartphones, and other electronic devices, whether owned by the employee or the Center.
Definitions
· Social Media: Online platforms and applications used for social networking, sharing content, or communication, including but not limited to Facebook, X (formerly Twitter), Instagram, LinkedIn, TikTok, and similar sites.
· Work Time: Any period during which an employee is scheduled to perform job duties, including patient care, administrative tasks, and on-call periods within the facility.
· Break Time: Designated unpaid meal breaks or rest periods, as defined by Missouri labor laws (e.g., meal breaks for shifts over 5 hours).
· Emergency: A situation requiring immediate personal attention, such as a family crisis or health issue, where use is limited and must not interfere with patient care.
· Protected Health Information (PHI): Any information related to patient health, treatment, or payment that could identify the patient, as defined under HIPAA.
Policy Guidelines
1. Prohibition During Work Time:
· Accessing, posting on, or engaging with social media is strictly prohibited during work time on any device. This includes browsing, liking, commenting, sharing, or any other interaction.
· Exceptions are limited to emergencies or official Center-approved communications, which must be approved by a supervisor and handled in a non-patient area without compromising PHI.
· Use of Center-owned devices for personal social media is forbidden at all times.
2. Use During Breaks:
· Employees may access personal social media during designated break times in non-patient areas, such as break rooms or outdoor spaces.
· No posts, comments, or shares related to work, patients, or the Center are allowed, even during breaks, to avoid inadvertent HIPAA violations.
· Photography, video recording, or audio recording on Center premises is not permitted, and no such content may be shared on social media.
3. HIPAA Compliance:
· Social media must never be used to access, store, transmit, discuss, or share PHI. This includes avoiding any references to patients, treatments, or identifiable health information, even if anonymized.
· Employees must keep professional and personal lives separate on social media; no posts about work experiences that could imply patient details.
· If the Center maintains official social media accounts, only designated personnel may post, and all content must be pre-approved and compliant with HIPAA safeguards, such as avoiding patient identifiers.
· Employees are responsible for securing their personal accounts and devices to prevent unauthorized access that could lead to PHI breaches.
4. Personal Social Media Conduct:
· Employees represent the Center even on personal accounts. Posts that disparage the Center, colleagues, or patients, or that involve illegal or unethical behavior, may result in disciplinary action under Missouri's at-will employment doctrine.
· The Center will not request access to personal social media accounts but may review publicly available information if it impacts the workplace.
5. Training and Monitoring:
· All employees will receive mandatory training on this policy, HIPAA social media guidelines, and best practices for online conduct.
· The Center reserves the right to monitor use of its networks and devices for compliance, in accordance with Missouri law.
Enforcement and Consequences
· Supervisors will monitor compliance and address violations promptly.
· Violations may result in progressive discipline, up to and including termination, depending on severity:
· First offense: Verbal warning.
· Second offense: Written warning.
· Third offense: Suspension or termination.
· Repeated or egregious violations (e.g., those involving PHI breaches or patient privacy compromises) may lead to immediate termination, reporting to regulatory bodies such as the U.S. Department of Health and Human Services (HHS), and potential legal action under Missouri law and HIPAA.
Acknowledgment
All employees must sign an acknowledgment form confirming they have read, understood, and agree to abide by this policy. This policy will be reviewed annually or as needed to ensure compliance with evolving laws.
Effective Date: [Insert Date] Approved by: [Insert Management Name/Title]
This policy is designed to be fair, enforceable, and compliant with relevant laws while supporting the employer's goal of no social media use during work time.


Employee Signature:  ________________________
Date: ____________________________
