REQUIRED POLICIES
RISK ANALYSIS 
1. Accessing and managing risk to your ePHI 
Security Plan
1. Assessing risk to ePHI and engaging in a periodic technical and non-technical evaluation in response to environmental or operational changes affecting the security of your practice’s ePHI
2.  Implementation of risk analysis, informed risk-based decision making for security risk mitigation, and effective mitigation and monitoring that protects the privacy, confidentiality, integrity, and availability of ePHI?
ACCESS
1. Workstation use
2. Safeguard use of laptops and tablets at workstations
3. Assess to ePHI for those that need it and those that do not
4. Access authorization that supports segregation of duties
5. Access authorization that supports segregation of duties for those who are not members of the workforce
6. Staff that have access,  describe the types of access that is permitted
7. Termination of access process once no longer needed
8. Procedures once an employee or BA is terminated
9. How do you limit access to ePHI
10. Process for granting access to employees or BA
11. How do you assign privileges for access and what type of access
12. How will you prevent unauthorized access at unattended workstations
13. Do you set standards for workstations that are allowed to be used outside of the facility
14. How do you limit access to what is appropriate for that persons role
15. Access based on the person or the software programs according to their role
SAFEGUARDS
1. Unique identifiers for each user
2. Automatic log off after inactivity
3. Verification of persons or entities seeking access 
4. Encrypt and decrypt ePHI, when reasonable and appropriate
5. Unauthorized modification or destruction
6. Unauthorized access when transmitted on an electronic network
7. Secure storage to physically protect devices and media
8. Disposal of electronic devices and media
9. How to make sure ePHI is  removed from media before reuse
10. Controlling the physical protection of your facility and equipment
11. Protection of keys, combinations and similar access controls
12. When to re-key locks or change combinations
13. How to position workstations to limit unauthorized view
HUMAN RESOURCES 
1. Disciplinary action policy
2. Screening of employees prior to access
TRAINING
BUSINESS ASSOCIATES
1. Procedures to obtain BAA
EMERGENCY PLANNING
1. Creation & storage of an electronic copy of ePHI
2. Contingency plan to provide access after a disaster
3. Testing of the contingency plan
4. Plan for workforce to gain access to facility and ePHI  during a disaster
5. Process to gain access during a disaster
6. Create an exact copy of ePHI as a backup
7. Identify who is accountable to activate emergency access
AUDITS
1. Review of IT activity
2. Identify hardware, software that record or examine IT activities
3. Distribution of audit reports to appropriate members of the team
4. Retention requirements for audit reports
INCIDENT RESPONSE
1. Procedures to help prevent, detect and respond to security incidents
2. [bookmark: _GoBack]Assigned roles and responsibilities for incident response
